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A Message from the Chief Executive Officer 
 
The Health Plan of San Mateo (HPSM) values the contribution of all employees, 
Commissioners, Committee Members, and Contracted Business Partners toward the goal of 
providing the highest possible quality of services to its members and providers. This Code of 
Conduct is created in accordance with state and federal requirements to provide guidance in 
following the ethical, legal, regulatory, and procedural principles that are necessary for 
maintaining high standards. This document serves as a guide for complying with HPSM’s 
internal policies and procedures as well as all applicable laws and regulations.  
 
This Code of Conduct, approved by the San Mateo Health Commission, applies to all HPSM 
staff, including employees, temporary staff and interns, as well as Commissioners, 
Committee Members, and Contracted Business Partners. In this document, the word 
employee encompasses all four groups unless otherwise stated.  
 
The consequences for HPSM organizationally of failing to comply with this Code of Conduct  
can be serious, including member, financial, and reputational harm. Failure to comply may 
result in disciplinary actions up to and including termination.  
 
Although this document was designed to provide overall guidance, it does not address every 
situation. Please refer to HPSM Policies and Procedures on HPSM’s Intranet or in HPSM’s 
Human Resources (HR) Policy Manual if additional direction is needed. 
 
If there is no specific HPSM policy, this Code of Conduct becomes the policy. If a policy 
conflicts with this Code of Conduct, the Code of Conduct takes precedence. Questions or issues 
regarding this document or a policy should be discussed first with the immediate supervisor. 
If additional guidance is needed, one should go through the chain of authority up to and 
including HPSM’s Chief Government Affairs and Compliance Officer, other members of the 
Leadership Team, or the Chief Executive Officer. Any issues may also be reported 
confidentially and anonymously by using HPSM’s compliance hotline at 1-844-965-1241. 
 
Thank you for your commitment to HPSM and your dedication to serve our members, 
providers, and our community partners in an ethical, professional manner using the high 
standards which are embodied in this Code of Conduct. 
 
Sincerely, 
 
Pat Curran 
Chief Executive Officer  
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Introduction 

The Health Plan of San Mateo (HPSM) is a local non-profit health care plan that offers health 
coverage and a provider network to San Mateo County's underserved population. We 
currently serve more than 130,000 County residents. 

The County Board of Supervisors established the San Mateo Health Commission in 1986 to 
address and resolve the issues of poor access to physicians, an uncoordinated health care 
system endured by the county's growing population of Medi-Cal patients. In 1987, the 
Commission founded the Health Plan of San Mateo to provide access to a stable and 
comprehensive network of providers, and a benefits program that promotes preventive care 
with staff devoted to ensuring Medi-Cal patients receive high quality, coordinated health 
care. 

Our Mission 

To ensure that San Mateo County’s underserved residents have access to high-quality care 
services and supports so they can live the healthiest lives possible.  

Our Vision 

We believe that Healthy is for everyone and work to continually advocate for our members 
health, especially those disproportionally impacted by health inequities, and meet the 
highest quality of care standards.  

Our Values 

• Health Care that puts members at the center of everything we do.  
• Equitable access to quality services and supports for all members.  
• Advocacy for members disproportionately impacted by health inequities.  
• Local health care based in San Mateo county provided in partnership with community 

resources.  
• Transparency and accountability achieved through local governance.  
• Honesty is the core of our service to members, providers, business partners and the 

community.  
• You – because HEALTHY is for everyone!  
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Commitments 
 
 
This Code of Conduct is intended to help both the Health Plan of San Mateo as a whole and 
individual employees stay true to the following commitments. 
 
To HPSM Members 
HPSM is committed to delivering quality, affordable health care by providing its members 
access to a network of credentialed health care providers, customer service staff, and a 
grievance and appeal process for timely problem resolution. 
 
To HPSM Providers 
HPSM is dedicated to providing efficient network management resources for its contracted 
providers, honoring contractual obligations, delivering quality health services, and bringing 
efficiency and cost-effectiveness to health care. 
 
To HPSM Community Partners 
HPSM is dedicated to advocating for healthcare needs of San Mateo County with a 
commitment to addressing challenges of access for the underserved. 
 
To HPSM Contracted Business Partners 
HPSM is committed to managing contractor and supplier relationships in a fair and 
reasonable manner. The selection of Contracted Business Partners, e.g. vendors, contractors, 
suppliers, and First-tier, Downstream, and Related entities (FDRs), is based on objective 
criteria including quality, technical excellence, price, delivery, adherence to schedules, 
service, and maintenance of adequate sources of staff and supply. HPSM will not 
communicate confidential information given to us by its suppliers unless directed to do so by 
the supplier or by law. 
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Code of Conduct 
 
 
All HPSM employees, Commissioners, Committee Members, and Contracted Business 
Partners are responsible for following these standards. 
 
1. Privacy and Confidentiality 

 

1.1. Respect the privacy of members, providers, and co-workers by safeguarding their 
information from physical damage, maintaining member health information and 
business documents in a safe and protected manner, and following HPSM’s record 
retention policies. 
 

1.2. Protect the privacy of HPSM members’ protected health information (PHI) 
according to federal and state requirements. 

 

1.3. When using, disclosing, or requesting PHI, limit the information to the minimum 
amount needed to accomplish the work. Do not share or request more PHI  
than is necessary. 

 

1.4. Only share medical, business, or other confidential information when such release 
is supported by a legitimate clinical or business purpose and is in compliance with 
HPSM policies and procedures, and applicable laws and regulations.  

 
1.5. Whenever it becomes necessary to share confidential information outside HPSM for 

legitimate business purposes, release PHI only after obtaining a signed business 
associate agreement or a completed Authorization to Release Information Form. 
 

1.6. Exercise care to ensure that confidential information, such as salary, benefits, 
payroll, personnel files, and information on disciplinary matters is carefully 
maintained and managed.  
 

1.7. Do not discuss confidential member, provider, contractor, or employee information 
in any public area, such as elevators, hallways, stairwells, restrooms, lobbies, or 
eating areas. 
 

1.8. Do not divulge, copy, release, sell, loan, alter, or destroy any confidential 
information except as authorized for HPSM business purposes or as required by law.  
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2. Security of Electronic Information 
 

2.1. Practice good workstation security, which includes locking up offices and file 
cabinets; disposing of all paperwork in appropriate shredding receptacles; and 
covering all PHI or locking the computer if stepping away from the desk. 

2.2. Practice good work-from-home (WFH) security, which includes following HPSM’s 
guidance on WFH protections for PHI and equipment. 
 

2.3. Take appropriate and reasonable measures to protect against the loss or theft of 
electronic media (e.g., laptops, flash drives, CDs/DVDs, photocopier hard drives, 
etc.) and against unauthorized access to electronic media that may contain 
member protected health information. Maintain and monitor security, data back-
up, and storage systems. 
 

2.4. Maintain computer passwords and access codes in a confidential and responsible 
manner. Only allow authorized persons to have access to computer systems and 
software on a “need-to-know” basis.  

 

2.5. Do not share passwords or allow access to information to Contracted Business 
Partners, unless authorized to do so.  

 

2.6. Transmit electronic confidential information securely in encrypted form. 
 

 
3. Workplace Conduct 

 

3.1. Respect the dignity of every employee, provider, member, and visitor while 
providing high-quality services and treating one another with respect and courtesy. 
 

3.2. Communicate openly and honestly and respond to one another in a timely manner. 
Share information and ask questions freely. 

 

3.3. Be civil and comply with existing policies about the treatment of colleagues, 
non-harassment, and respect in the workplace.  
 

3.4. Conduct HPSM business with high standards of ethics, integrity, honesty, and 
responsibility, and act in a manner that enhances our standing in the community. 
 

3.5. Support and observe a workplace free of alcohol, drugs, smoking, harassment, and 
violence. 
 

3.6. Do not act in any way that will harm HPSM. 
 

 



7 
 

4. Use of Social Media 
 

 

4.1. Do not engage in activity on social media sites that violates HPSM's mission, vision 
and values.   
 

4.2. As an employee, when one’s connection to HPSM is apparent, the employee must make 
it clear that the posting is on behalf of the individual and not HPSM.  

 

4.3. Protect members’ confidentiality and protected health information at all times. Do 
not write or say anything that violates HPSM’s privacy, security, or confidentiality 
policies. Never post any information that can be used to identify an HPSM member’s 
identity or health condition. 
 

4.4. Maintain the confidentiality of HPSM business information and do not discuss this 
information on social media sites. 
 

4.5. Always seek official approval from the Leadership Team before posting an official 
statement about HPSM. Only designated staff may speak on behalf of HPSM. 
 

4.6. Employees may not use HPSM email addresses or phone numbers for personal use 
of social media.  
 

5. Adhering to Laws and Regulations 

 

5.1. Follow all state and federal laws and regulations, including reporting requirements. 

 

5.2. Do not knowingly make any false or misleading statements, verbal or written, to 
government agencies, government officials or auditors.   
 

5.3. Do not conceal, destroy, or alter any documents.  
 

5.4. Do not give or receive any form of payment, kickback, or bribe or other 
inducements to members, providers, or others in an attempt to encourage the 
referral of members to use a particular facility, product, or service. 
 

5.5. Avoid inappropriate discussions regarding business issues. 
 

6. Safety  
 

6.1. Comply with established safety policies, standards, and training programs to 
prevent job-related hazards and ensure a safe environment for members, providers, 
employees, and visitors.  
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6.2. Wear an HPSM badge at all times while in HPSM offices and when representing 
HPSM offsite. 

 

6.3. Not share or lend an HPSM employee badge to any other individual, including 
visitors, other HPSM staff or co-located San Mateo County staff to access secured 
areas in HPSM offices. Badges are issued on a per-individual basis and may only be 
used by the individual who was issued that badge. 
 

7. Conflict of Interest 
 

7.1. Avoid actual, apparent, or potential conflicts between one’s own interests and the 
interests of HPSM. Comply with all legal requirements concerning conflicts of interest 
and incompatible activities. Complete all disclosure documentation as required. 
 

7.2. Act in the best interest of HPSM whenever functioning as an agent of HPSM in 
dealings with contractors, providers, members, or government agencies. This 
includes those acts formalized in written contracts as well as everyday business 
relationships with business partners, members, and government officials. 
 

7.3. As an HPSM employee, do not directly or indirectly participate in, or have a 
significant interest in, any business that competes with or is a supplier to HPSM. 
Only engage with a competitor or supplier if participation is disclosed to HPSM in 
advance and agreed to in writing by the Chief Executive Officer (CEO). This standard 
also applies to members of one’s immediate family. 
 

7.4. As an HPSM employee, do not engage in outside employment or self-employment 
that may conflict with the work of HPSM. Adhere to HPSM’s Outside 
Employment/Self-Employment Policy, which can be found in the Human Resources 
Policy Manual/Employee Handbook. 
 

7.5. As an HPSM employee, do not accept gifts and other benefits with a total value of 
more than $50.00 from any individuals, businesses, or organizations doing business 
with HPSM. 
 

7.6. As an HPSM employee, do not accept cash or cash equivalents (gift certificates, gift 
cards, checks or money orders) in any amount from any individuals, businesses, or 
organizations doing business with HPSM. 
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8. Protecting Assets 
 

8.1. Protect HPSM’s assets and the assets of others entrusted to HPSM, including 
information and physical and intellectual property, against loss, theft, and misuse. 
Assets include money, equipment, office supplies, business contacts, provider and 
claims data, business strategies, financial reports, member utilization data, and 
data systems. 
 

8.2. Take measures to prevent any unexpected loss or damage of equipment, supplies, 
materials, or services. Adhere to established policies regarding the disposal of 
HPSM properties. 
 

8.3. Ensure the accuracy of all records and reports, including financial statements and 
reported hours worked. 
 

8.4. Report expenses consistent with and justified by job responsibilities. Adhere to 
established policies and procedures governing record management and comply 
with HPSM’s destruction policies and procedures. 
 

8.5. Do not modify, destroy, or remove electronic communications resources  
(e.g., computers, phones, fax machines, etc.) that are owned by HPSM  
without proper authorization. 
 

8.6. Do not install or attach any mobile or remote devices or equipment to an HPSM 
electronic communications resource without approval. 
 

8.7. Use HPSM property and resources appropriately for the best interests of our 
members and HPSM and in accordance with HPSM’s Acceptable Use Policy. 
 

8.8. Follow all laws regarding intellectual property, which includes patents, trademarks, 
marketing, and copyrights. Do not copy software unless it is specifically allowed in 
the license agreement and authorized by the Chief Information Officer. 

 
9. Participating in the Compliance Program 

 

9.1. Report any potential instances of fraud, waste or abuse or any suspected violations 
of the Code of Conduct or law to the Chief Government Affairs and Compliance 
Officer, any member of HPSM management or Human Resources staff. HPSM 
management and Human Resources staff are required to report suspected FWA and 
violations of the Code of Conduct to the Chief Government Affairs and Compliance 
Officer. Concerns can also be reported anonymously through the Compliance 
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Hotline (844-965-1241).  
  

9.2.        Cooperate fully with investigational efforts.  

 

9.3. Act in accordance with HPSM’s commitment to high standards of ethics and 
compliance. 
 

10. Employment Practices 
 

10.1. Conduct business with high standards of ethics, integrity, honesty, and responsibility. 
Act in a manner that enhances our standing in the community. 
 

10.2. Employ and contract with employees and business partners who have not been 
sanctioned by any regulatory agency and who are able to perform their designated 
responsibilities. 
 

10.3. Provide equal employment opportunities to prospective and current employees, 
based solely on merit, qualifications, and abilities.  
 

10.4. Do not discriminate in employment opportunities or practices on the basis of race, 
color, religion, sex, national origin, ancestry, age, physical or mental disability, 
sexual orientation, veteran status, or any other status protected by law. 
 

10.5. Conduct a thorough background check of employees and evaluate the results to 
assure that there is no indication that an employee may present a risk for HPSM. 

 

10.6. Acts of intimidation, retaliation or reprisal against any employee who in good faith 
reports suspected violations of law, regulations, HPSM’s Code of Conduct, or 
policies will not be tolerated. 
 

10.7. Provide an open-door communications policy and foster a work environment in 
which ethical and compliance concerns are welcomed and addressed to ensure 
that the highest quality of care and service is provided. 
 

10.8. Provide appropriate training and orientation so that employees can perform their 
duties and meet the needs of our members, providers, and the communities we 
serve. 
 

11. Resolving Issues and Concerns 
 

11.1    Protect the identity of people who call the Compliance Hotline, if they identify 
themselves, to the fullest extent possible or as permitted by law. 
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11.2    Evaluate and respond to allegations of wrongdoing, concerns and/or inquiries 
made to the Compliance Hotline in an impartial manner.  All allegations will be 
thoroughly investigated and verified before any action is taken.  
 

11.3    Take appropriate measures to identify operational vulnerabilities and to detect, 
prevent, and control fraud, waste, and abuse throughout the organization.  
 

11.4    Report, as appropriate, actual or suspected violations of law and policy to the state 
or federal oversight agency or to law enforcement.  

 
12. Committee Member Responsibilities 
 

12.1    Committee members will not discriminate in decision-making/recommendations in 
their respective committees on the basis of race, color, religion, sex national origin, 
ancestry, age, physical or mental disability, sexual orientation, veteran status, or 
any other status protected by law. 
 


